
Audit of Performance Management Framework 

Appendix A-2 

 

1. Background
 

1.1. This report summarises the findings from the audit of the Performance Management Framework.  This was a planned audit assignment, undertaken in 

accordance with the 2017/18 Audit Plan. 

 

1.2. Performance Management Framework is part of a three-year cyclical review of key governance systems.   The purpose of the framework is to provide a guide 

to Performance Management within Copeland Borough Council (CBC).  The aim is to produce accurate performance reports for Officers and Members.  The 

framework gives an overview of Performance Management and the approach adopted by the Council to deliver effective and efficient services.  

 

1.3. Performance management comprises the systems, processes, structures and supporting arrangements established by management to identify, assess, 

monitor, and respond to performance issues.  Performance management allows identification of actions, which contribute significantly to the achievement of 

the Council’s mission. 

 

2. Audit Approach 
 

2.1. Audit Objectives and Methodology  

 

2.2 Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluate the exposures to risks relating to the 

organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key audit control 

objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.3 Audit Scope and Limitations 

 

2.4 As audit testing is restricted to a sample basis and audit assurance is not absolute, it is the responsibility of management to continue to monitor the 

effectiveness of internal controls to ensure they continue to operate effectively. 
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2.5 Management agreed the Audit Scope prior to the commencement of this audit review.  The original Client Sponsor for this review was Fiona Rooney and the 

agreed scope areas for consideration were identified as follows: 

 The operation of the Performance Management Framework; and 

 Data quality, integrity, reliability of information used in performance monitoring. 

 

2.6 There were limitations placed on this audit, related to the impact on Partnership Working on performance.  The audit plan included a specific review of 

Partnership Working in 2017/18 and work carried out confirmed the findings in this report.  

 

3. Assurance Opinion 
 

3.1. Internal audit give an assurance opinion for each audit review, which assists Members and Officers in their assessment of the overall level of control and 

potential impact of any identified system weaknesses.  There are “Four” levels of assurance opinion, which may be applied.  An explanation of each level, 

provided in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within the Performance Management Framework 

provide REASONABLE assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete assurance 

cannot be given to an audit area. 

 

4. Summary of Recommendations, Audit Findings and Report Distribution 
 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are five audit recommendations are arising from this audit review and these can be summarised as follows: 

No. of recommendations 

Control Objective High Medium Advisory 

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) - 1 - 
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4.3. Strengths: The following areas of good practice were identified during the course of the audit: 

 Review of the Framework has been through appropriate channels; 

 The procedures have been communicated and thoroughly discussed by Corporate Leadership Team (CLT) and the Leadership Management Group (LMG); 

 Reports are issued in accordance with the agreed timetable; 

 There is evidence of thorough review of the Key Performance and Performance Indicators linked to service plans; 

 Details, including Key Performance Information is up-to-date. 

 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. Medium priority issues: 

 Service Managers need to ensure the accuracy of the information on Pentana and not depend on the interpretation of the PMRO; 

 The system for ensuring staffing changes and Pentana access requirements are not effective; 

 Access to the system is managed by the Performance and Risk Management Officer , however, there is no official process to notify changes of 

personnel / job roles; 

 As there is no official process for making amendments to access levels, CBC is at risk of inappropriate access and disclosure of information; 

 Need to report that there is no official succession / handover planning procedures to ensure communication of service-planning responsibilities. 

 

4.4.2. Advisory issues: 

 CLT needs to ensure all service plans are available and updated on the PMF system; 

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.) - 1 - 

3. Information - reliability and integrity of financial and operational information (see section 5.3) - - 1 

4. Security - safeguarding of assets (see section 5.4) - 1 _ 

5. Value - effectiveness and efficiency of operations and programmes (see section 5.5) - - 1 

Total Number of Recommendations - 3 2 
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 Managers are reliant on designated officers to update the system.  Three managers have not received any training and have not accessed Pentana; 

 Verbal updates accepted, without further written confirmation.  There is no evidence to support the updated information and could cast doubt on the 

validity of the information reported. 

 

 A further minor finding identified that when the Performance Management Framework is subject to review appropriate changes are made to both the 

processes and job roles. 

 

Comment from the Executive Director, Operations and Monitoring Officer: 

 

The audit is a fair reflection and has recognised the positive activity and update to the Council’s Performance Management Framework.  The 

recommendations offer a timely reminder to CLT and Managers to tighten processes to ensure all staff engaged in performance reporting and management 

understand and are fully trained in the Council’s processes relating to performance management.   
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5. Matters Arising / Agreed Action Plan 
 

5.1. Management - achievement of the organisation’s strategic objectives. 

●  Medium priority 

Audit finding Management response 

(a) Responsibilities for ensuring the accuracy, update and reporting of information as required in the 

Performance Management Framework (PMF). 

The job description for the Performance and Risk Management Officer (PRMO) includes responsibility for 

the following: 

 Collecting, collating, managing and reporting performance information; 

 Maintain the database, quality control and publishing trend analysis; 

 Ensure Pentana meets management requirements; 

 Research and analysis to support improvement; 

 Co-ordinate performance development and strategy; 

 Advise users on Performance Indicators, Service Plan and monitoring arrangements. 
However, responsibilities do not include for the accuracy of the content input to the system.  That falls 

under the remit of the business experts and service managers.  The PRMO takes the information provided 

and uses that to produce management information reports. 

 

Testing confirmed that the PRMO inputs Service Plans on to the system, with Service Managers being 

responsible for regularly updating performance information.  It also confirmed that the data is subject to 

review, prior to being input, but the PRMO does not have the business expertise to identify possible 

omissions.  This means the accuracy of information reported from the PMF is dependent on service 

managers regularly checking and updating information. 

 

Our concern is that up to the end of March 2018 out of the 55 users with access rights, 33 had not been 

used in 2018 (60%).  This included four officers identified as being the Senior Responsible Officer (SRO) for 

Key Performance Indicators (KPI).  We accept that alternative, delegated officers have updated Pentana, 

except for three KPI.  The concern is that managers do not regularly access Pentana.  If other members of 

Agreed management action:  

 

a) Provide a template register for all Managers 

and SROs to formally review and update who, ie 

roles in the service, requires access to the 

performance management system and their 

responsibilities or delegations. 

b) All Managers and SROs to complete the new 

template and share with relevant staff and the 

Performance and Risk Management Officer as a 

corporate record. 

c) To ensure all Managers maintain this record 

and when changes occur amend and recirculate 

to relevant staff and the Performance and Risk 

Management Officer as the up to date 

corporate record.  

d) The Performance and Risk Management Officer 

will be responsible for a quarterly checking of 

the register to ensure that for each service and 

SRO the information is correct.  This to be done 

as part of the quarterly monitoring process.  
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staff have delegated responsibility for reporting information, manager’s access is surplus to requirements. 

 

Recommendation 1: 

That a review of staff requiring access to Pentana and the action required for managers is undertaken and 

where required access rights be removed.  Where managers decide to delegate responsibility for updating 

Pentana that this is recorded and reports confirm the information accurately reflects the original 

documentation.   

Risk exposure if not addressed: 

 Lack of awareness of risks and issues recorded on the PMF; 

 Inaccurate performance information reported; 

 Inappropriate access to Council systems; 

Responsible manager for implementing:  

Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts. 

●  Medium priority  

Audit finding Management response 

(a) Communication of Service Planning Responsibilities 

When employees commence, change or leave their roles, handovers should cover all aspects of the role, 

including responsibilities related to service planning. There is no evidence that handover procedures have 

been agreed or implemented.  This process is not a formally accepted practice. 

Agreed management action:  

 

a) Review performance management process to 

ensure the procedure clearly details how and by 

whom staff engaged have sufficient information 

and understanding of the systems for 

performance management reporting.  Discuss 

review with LMG and update the process and 

procedure as required. 

b) Talk to Managers through LMG and individually 

to ensure quarterly review of named Pentana 

users as part of performance management and 

ensure names deleted and added to the system 

through Performance Management and Risk 

Officer as administrator. 

 

Recommendation 2: 

There should be a clear process to ensure individuals receive sufficient information relating to their 

responsibilities and understand what systems they need access to. 

 

Risk exposure if not addressed: 

 Lack of handover procedures could lead to areas of responsibility being missed; 

 Ineffective succession planning; 

 

Responsible manager for implementing:  

Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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5.3. Information - reliability and integrity of financial and operational information. 

 ●  Advisory issue 

Audit finding Management response 

(a) Training and development 

There is evidence to confirm individual service areas, Leadership Management Group (LMG) and Corporate 

Leadership Team (CLT), monitor performance and challenge the information on Pentana.  The Council’s 

Executive Committee also receive regular updates for review in accordance with the PMF timetable. 

Minutes from all meetings confirm they receive updates and questions are recorded in action plans and 

meeting minutes. 

There is evidence that the delegated officer had not updated three KPI.  However, the testing confirmed 

that the remaining KPI are regularly updated and additional information is added to the system. 

The PRMO provided a list of all Managers with access to Pentana, including a list of those offered and 

accepted training.  The list provided details of responsibility for service plans, Performance Indicators, risks 

and recommendations.  However, as at the end of March 2018, eight managers out of 22 (36%), had not 

received any training (four posts were noted as vacant and one was on long-term absence). 

Agreed management action:  

 

a)  Include Pentana within core curriculum and 

personal staff training plans in line with 

requirement to use the system and keep under 

review as part of staff performance 

management. 

 

b) Early action of co-training to ensure all staff 

required are able to access effectively. 

 

 

Recommendation 3: 

CLT needs to ensure all service managers receive appropriate training to ensure performance plans are 

available and updated on the PMF system. 

 

Risk exposure if not addressed: 

 Inaccurate performance reporting; 

 Managers are unaware of PMF and reporting requirements; 

 

Responsible manager for implementing: 

a) HR Team Leader  

b) Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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5.4. Security - safeguarding of assets.  

●  Medium priority  

Audit finding Management response 

(a) Insufficient controls to ensure only valid users have access to IT systems at the appropriate levels. 

Pentana includes an Administrator access level, which testing confirmed is restricted to the PRMO. 

Administrator level allows the PRMO access to all parts of Pentana.  The PRMO is responsible for managing 

the system, including authorising, deleting and restricting access for staff and service managers to specified 

responsibilities.  This includes updating information for audit recommendations, service plans, performance 

indicators and key deliverables. 

The System Administrator is able to tailor access to individual job roles and testing confirmed that the 

PRMO has provided appropriate access rights to current staff. 

Other than managers’ names and job roles, the majority of data retained on Pentana includes no personal 

information.  However, Pentana holds all Freedom of Information requests, complaints, health and safety 

incident reports and some safeguarding information.  Testing confirmed that the PMRO controlled this 

information by allocating appropriate access rights. 

One issue is that Pentana is a web-based service and currently, managers do not report changes that could 

affect the need for access to the system.  Initial testing identified six names had been removed and one 

addition to the list of users, none of which had been submitted by the relevant line manager.  Unless user 

rights are removed, anyone leaving the Council could still access the system. 

Testing also confirmed that staff no longer working for the Council had access to Pentana.  The PRMO 

agreed that there is no formal procedure for reporting changes to job roles or staff leavers.  As at the 13th 

March 2018, five users had either left the Council or no longer required access to the system.  A user list 

issued on the 29th March 2018 had an extra user added.  Managers had not officially notified the PMRO that 

the changes were required. 

 

Agreed management action:  

 

a) Existing procedures for informing and signing 

off actions to remove leavers, set up new staff, 

and ensure staff who change roles are updated 

in our systems to be checked and reviewed in 

the light of this recommendation with any 

changes made.  

b) To set out whose responsibility it is to undertake 

this action within the revised procedure. 

c) To ensure all managers and staff are clear of 

their responsibilities within the procedure. 

d) To set up a standard review of the system 

changes in line with leavers, new staff and 

changes to job role each month which is 

reported to the Head of Corporate Resources for 

monitoring.  
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Recommendation 4: 

A procedure is required to ensure managers authorise changes to IT access for new starters, when staff 

change jobs or leave the council and that as part of this the PMRO is informed to ensure the provision of 

appropriate access rights. 

Risk exposure if not addressed: 

 Staff that have either changed job roles or leave the council could still access the information on 

Pentana; 

 Inappropriate disclosure of information; 

 Unauthorised or inappropriate access; manipulation; introduction of malicious software to the Council’s 

IT systems. 

 

Responsible manager for implementing:  

a), b) and c)    HR Team Leader 

d)   Head of Corporate Resources 

Date to be implemented: 

31/10/2018 
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5.5. Value - effectiveness and efficiency of operations and programmes.  

  ●  Advisory issue 

Audit finding Management response 

(a) That the Council retains sufficient supporting information to support information being published. 

The PMF states that the Council manages performance with the aid of Pentana, as the system allows the 

input of information as soon as it becomes available. For 2017/18 HR and Business Support did not provide 

service plans.  In addition, the Beacon and Commercials advise CLT outside the process. 

The PRMO confirmed that verbal updates related to changes to service plans, Performance and Key 

Performance Indicators were accepted.  There is no supporting evidence provided to verify the changes 

made.  There is no evidence to confirm whether Senior Managers were aware of this process. 

Without supporting evidence to confirm the verbal updates, it is not possible to place reliance on any 

subsequent changes made to Pentana. 

 

Agreed management action:  

 

a)  Procedure revisited and updated to set out for 

managers and all staff clear details of process 

and evidence and approvals required.  

b) Template produced to ensure all approvals and 

changes are recorded and monitored. 

c) Ensure all Managers and other relevant staff 

are trained in the procedure and template 

 

Recommendation 5 

Managers should ensure that all service plans are submitted following appropriate approval, and provide 

evidence in writing to confirm any changes made to service plans, Performance Indicators and Key 

Performance Indicators if changes are required. 

Risk exposure if not addressed: 

 Inaccurate performance reports issued; 

 Low level of reliance on reports; 

 Reputational damage. 

Responsible manager for implementing:  

Performance and Risk Management Officer 

Date to be implemented: 

31/10/2018 
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Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no weaknesses 
were identified. 
 
Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable. 

Generally, good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk. 
 

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified.  
 
Recommendations may include high and medium priority matters for 

address. 

Limited / None Fundamental weaknesses have been identified in the system of 

internal control resulting in the control environment being 

unacceptably weak and this exposes the system objectives to an 

unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will include 

high priority matters for address. Some medium priority matters may 

also be present. 
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Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 

recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 

Recommendation Follow Up Arrangements: 

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 

work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented. 

 Medium priority recommendations will be followed with the responsible officer within the defined timescales. 

 Advisory issues are for management consideration. 
 


